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Abstract 
Remote healthcare system is widely used in developed and developing countries. Rapid development in network 
technologies and Sensor Web Enablement (SWE) provide anytime anywhere access of healthcare data. But Sensor 
Web Enablement faces challenges such as privacy, security, scalability etc. This paper proposes a framework that 
addresses above issues. The proposed framework comprises of Wireless Body Sensor Network (WBSN), Service 
Oriented Architecture (SOA) and web services to provide health services to the doctors, caregivers and patients. In 
order to address the privacy issues of sensitive health data, the proposed framework uses role based authorization 
technique to formulate the rules and decide whether to allow or deny the user access request. The proposed 
framework has been implemented using Java. Experimental results show that the proposed SOA framework 
guarantees high quality service with average response time of 0.237 ms and average throughput of 87%. 
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1. Introduction 
Aging society demands immediate attention and support services for providing home alone elderly care. 
The government is promoting development of such services to suite the specific need of elderly citizen. 
Rapid improvement in Wireless Sensor Network (WSN) technology [1] enables the use of lightweight, 
tiny health sensors over the body of the patient. Wearable wireless biomedical sensors are easy to wear 
and do not restrict the mobility of the patient. Existing Healthcare procedure monitors the patient health 
and stores the data manually in a patient chart sheet. This monitoring technique incurs high cost for 
maintenance, needs more space, more man power and results in poor performance. Sensor observation 
service and pervasive healthcare provide storage and delivery of health data as services [2, 3].  
Available online at www.sciencedirect.com
© 2013 The Authors. Published by Elsevier B.V.
Selection and peer-review under responsibility of Elhadi M. Shakshuki
Open access under CC BY-NC-ND license.
Open access under CC BY-NC-ND license.
1013 Kirupa Ganapathy et al. /  Procedia Computer Science  19 ( 2013 )  1012 – 1019 
Tele healthcare uses web and internet to offer both clinical and non clinical services. Web service in 
Service Oriented Architecture (SOA) [4, 5] solves the problem of interoperability for medical information 
exchange. Tele healthcare can be used in wide area for diabetes, tumor, physically disabled etc.         
Juan M. Corchado et al.[1]  proposed a tele monitoring system design for dependent people in remote 
areas. Sylph based service oriented approach was used to integrate data of biomedical and automation 
sensors of different communication standards in a distributed environment. Presence of the node, 
observations and node to node communication were made feasible using SOA approach. Response time 
and error detection were focused more than automated decision making. Node to node communication 
increases the processing time and energy consumption. 
Alexandros Pantelopoulos et al. [7] have focused on the development of wearable sensor based systems 
for health monitoring. Wearable health sensors have the potential to revolutionize healthcare by providing 
low-cost solutions for ubiquitous unobtrusive health monitoring. The authors have discussed the challenges 
and issues that are need to be resolved for wearable systems and are applicable to real life situation. 
Sung-Huai et al. [8] have focused on a SOA based new born screening healthcare information system. 
Services in this system include specimen collection, sample screening, testing sample & diagnosis 
confirmation. Accuracy of the system is calculated based on memory utilization in the web server.  But, 
the need for aggregating normal samples in the web server was not justified.  
Y. M. Huang et al. [6] have discussed data collection and transmission of the heterogeneous data in 
adhoc mode, promoting outpatient healthcare services. Adaptive security issues for data transmission were 
addressed based on different wireless capabilities.  
Existing healthcare systems mainly focus on storing normal & abnormal health data in the hospital 
server, developing of wearable sensor and ensuring health data security as QoS metric. Hence, there is a 
need for a SOA framework to provide appropriate interface among services in order to get quick response. 
This paper proposes a SOA framework for providing health care services for elderly people. The 
proposed framework features interoperability of services, reduction of memory space and maintenance 
cost by storing abnormal data in central server,  quick  response time, high throughput and privacy. 
The paper is organized as follows. Section 2 describes the proposed healthcare architecture for 
monitoring and providing services for medical communities. Section 3 focuses on result and discussion.  
Section 4 concludes the paper and discusses the future work.  
2. Proposed SOA framework for Geriatric Healthcare 
The proposed SOA framework of a geriatric tele health care is shown in Fig. 1. The geriatric patients 
are monitored continuously on 24/7 basis. Patient monitoring involves periodic transmission of vital signs 
such as heart rate, respiration rate, skin temperature, ECG and transmission of alert signal when vital sign 
crosses the threshold. Bioharness 3 chest sensor strap [9] manufactured by Zephyr incorporates all bio 
sensors mentioned above and transmits the vital sign via Bluetooth (frequency range of 2.4 to 2.835 GHZ) 
communication module. The device weighs about 105 grams which facilit
mobility. Samples are aggregated as packets, parsed and sent to the remote server via internet. Sampling 
and data rate of sensors in bioharness 3 is given in Table 1. 
Table: 1 Sampling & Data rate of Body sensors 
Sensor Sampling 
Rate 
Time/packet Data/packet 
ECG 4ms/data 252ms 63  
 
Accelerometer 20ma/data 400ms 20 
 
Breathing rate 56ms/data 1s 18 
 
Heart rate 56ms/data 1s 18  
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Sensor data streams are sent to the application server using Stream Data collection service. 
Application server processes the data stream and identifies undesirable patterns that cross the predefined 
thresholds. Physicians are immediately alerted when vital signs of patients cross the normal high and low 
thresholds using Emergency service. Physicians can access the database in web server using Data access 
service. Abnormal health status is interfaced with fall detection module at patient home for triggering the 
camera. User  request to read/write the service is sent as a service query to the authorization model. 
Privileged users are allowed to view or modify the sensitive health data. 
 
 
Fig. 1 SOA framework of a geriatric tele health care 
Services are independent functionalities of individual logics. Services are loosely coupled and 
therefore facilitate to access other logical services. Services can concurrently access, process, retrieve, 
filter and transfer health data in a pervasive manner. Services are distributed globally to any level of 
users. To control the access of the global health data, access control policies and rules are framed for 
recognizing the user and the request. Fig 2 presents the block diagram of service functionalities, 
management and quality of service offered in the proposed SOA framework. The framework proposed in 
this paper focuses on the following: 
 Service Manager discovers the registered user and manages to use authorization model with service 
policies. This process authorizes group of users to do set of action on set of services.  
 Service functionalities interface clinical and non-clinical services over the web to facilitate personalized 
healthcare service delivery at the patients  door step. 
  QoS attributes such as response time and throughput are measured for the healthcare services. Privacy  
 and confidentiality of patient health data transforms virtual healthcare to reality. 
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Fig. 2. Block diagram of Service functionalities, Management & Quality of Service  
The health services shown in Fig 3 are categorized into two major services namely, clinical 
services and non clinical services.                                                 
2.1 Web based clinical and non clinical services 
Various clinical and non clinical services are integrated with web service and web service technology. 
Services and functionalities are implemented using JDK 1.6, Apache tomcat server 6.0. My SQL database 
is used for storing the health data. XML, WSDL, SOAP and UDDI are used for describing, accessing and 
registering the web services.  
 
 
 
 
 
 
 
 
 
 
 
 
Fig 3: Web service based clinical and non clinical services 
2.1.1 Clinical services 
Clinical services are based on the data sensed from the biomedical sensors. All categories of service 
are correlated and integrated to provide an efficient healthcare service. Services of clinical category are 
subcategorized as Stream data collection service, Alert Emergency service & Data Retrieval service. 
Web service based health care services 
Registration service 
User name 
Pass word
Stream Data collection service 
Data processing applications 
Emergency services 
Alert to doctor Anomaly 
detected 
Consultation Service 
Video conferencing 
Chat
Data& image access Service 
Retrieval, filtering, transfer 
Web Service technology 
 
XML              WSDL             SOAP          UDDI 
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1) Stream data collection service: Patients are expected to wear wireless bio-sensors that 
communicate via Bluetooth module. The bio-sensors measure heart rate, respiration rate, ECG and state 
of motion (with an accelerometer). Sensor data streams are parsed in the gateway server and stored in the 
remote server in order to keep track of relevant medical records. 
2) Alert emergency service: Fluctuation in vital sign data that matches with undesirable patterns 
results in alert generation. For example, Occurrence of High-Normal and Low-Normal signs require the 
transmission of emergency message to the caregivers with minimal delay.  Lack of motion indicated by 
the accelerometer confirms the fall event along with the image of the fallen patient. This enables the 
physician to act with his own discretion, in case the patient appears incapacitated.  
3) Data retrieval service:  Web-based store of the medical records enable the retrieval of history 
health data of patient from the Services are interrelated & 
correlated as composite service to provide effective response.  
2.1.2 Non clinical services 
The non clinical services are further sub categorised as General information service, Medication 
service & Video conferencing service. The subcategories are discussed below. 
1) General information service: This service provides emergency numbers, information about nearby 
hospitals in the patient locality, mail ids and caregiver detail for speedy health status intimation.  
2) Medication service: This service enables the doctor or caregiver to follow the frequency of intake of 
drug prescribed or change of drug. 
3)  Video conferencing service: This value added service facilitates periodical consultation and 
discussion of specialists from various hospitals in various countries with the virtual presence of the 
patient.  The availability of history health data & video conferencing service provide point to point 
service at distant locations. It also helps to fix appointment with the physicians if needed. The 
conversation is stored as a chat message for future reference. 
2.2 Role based authorization technique 
Access control identifies whether the user is accessing the authorized services over the web. The 
access control method is effective & easy for tele healthcare as there are fixed set of users and fixed set of 
services. Authorization model is represented in 5-Tuple as (User, Role, Priority, Privilege, Service) for 
framing policies. Procedures for request deny/ access the service is given below. 
 Users (U1, U2, U3 UN) are checked for the registration in the database. 
 Role (Doctor, Assistant, Patient, Admin, Third party users) of the user is recognised. Role is 
associated with priority and privilege. 
 Privilege (Read, Write, Read & Write) is the permission given to add, delete and update the service 
provided. Service (Access, Deny) is the decision to access the service or not. 
Web services are integrated with the access control policies when user registers. For example, (John, 
doctor, R, client/otherjsp.jsp?stream data.jsp) specifies that the user John has registered with the patient as 
doctor granted read access to the streaming data service but denied for write operation. 
2.3 QoS Metrics 
QoS factors such as response time and throughput are considered for solving scalability issue. Polynet 
tool is used to measure the load by performing HTTP load testing on the data collection and retrieval 
service. For instance, a request URL considered for load testing is 
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http://192.168.112.97:8080/MyprojServer/createxmlService?wsdl. A computer unit of 32 bit operating 
system, 2.93 GHZ processor and 2.00 GB of memory is used for load testing. Polynet is configured to 
perform a set of concurrent user requests to a server of above configuration. N  be the total number 
of request generated by . Let n1, n2, . . ., nu be the number of request generated by the 
individual users for a duration of t second. i.e. N=n1+n2 u and let th1, th2, . . . , thu be the throughput 
for n1, n2, . . ., nu respectively . Throughput is defined as the number of request processed per second. Let 
th be the average throughput calculated using Eq. 1. 
th  =  Ǥ     Ǥ      =    
ͳ
ͳ
൅ ʹ
ʹ
൅ ൅   (1)                           
3. Result & Discussion 
Performance of the proposed services are evaluated initially with 6 users and increased linearly. Load 
represents the number of  request. It is observed from Fig. 4 that the response time increases as the 
request by the users for accessing the service increases. But, the average response time obtained has not 
exceeded 0.237 ms. The overall percentage of average throughput is around 87%. Hence, with increase in 
number of users the decrease in throughput as shown in Fig. 5 is acceptable.  
 
 
          Fig. 4. No. of Users request Vs Response time               Fig. 5. No. of Users request Vs Throughput 
 
  
Fig. 6. Historical data service 
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The combination of current vital sign and history information provide context to help professionals in 
making suitable and well informed emergency decision as shown in Fig 6. Fig 7 shows the time stamped 
patient history in which abnormal status is indicated by red colour in order to c
attention. As soon as, the abnormality is detected, a request is generated to trigger the image capture 
module in the patient server using the IP address to confirm the fall of the person. The fall image shown 
in Fig. 8 is given as a service to the doctor along with temporal information.  
 
 
 
Fig. 7. Abnormal history service 
 
 
Fig. 8. Image transfer service 
4. Conclusion and Future Work 
     The proposed framework improves the quality of service for decision making and timely alert 
generation. It ensures the availability of service to the user with less response time & high throughput. 
Security & privacy issues are addressed using role based authorization model and hence improves QoS. 
But, the response time based performance evaluation of the proposed framework works well for limited 
users. Also, high volume of data storage and resource management incurs more maintenance cost. Global 
representation of the sensors, patient id and database is missing in W3C standard as every organisation 
has their own interest of representing/naming the service functionalities. Future work is planned to port 
the sensor data onto cloud, optimal scheduling technique for more users to access the service 
simultaneously and use of global standard service, service interface for sensor data observation, sensor 
tuning & alert notification.  
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